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Chairman's
Message

Dear valued members,

Welcome to the April issue of TAPA APAC Lookout Magazine.
The world was already well into digitalization when the
Pandemic hit, however the last two years is when data driven
business became the norm everywhere.  Supply chains rank
amongst the most data-rich of all business environments.
There is an increased need for a data-centric approach,
connecting for example manufacturers with customers or
consumers. This requires more focus on measuring and
tracking customer engagement including such factors as
product demands, on time deliveries and recalls, which are
increasing getting more and more data driven. This month’s
Lookout focusses on the maturity of data governance and
security and its concept and role in supply chains around the
world and the APAC region.

The post Pandemic era supply chains will also be about the
accelerate inventory turnover, reduce the number and
frequency of defects, increase responsiveness and efficiency
within supply networks; improve risk and loss management
reduce costs and increase business efficiency. In short, the
insights gained from effective use of data can help
organizations make better business decisions and so create
sustainable competitive advantage. 

Global focus on data governance and security also means that
the Asia Pacific region needs to continue to learn from
disruptive events. TAPA APAC will continue to strive to help you
with the latest developments and disruptions bringing you the
required insights to manufacturers, e-commerce businesses,
security and warehousing needs.

We also welcome our new members and congratulate the
latest FSR/TSR certifications. I hope you enjoy reading this
month’s edition of Lookout magazine.

With best regards,
Lina Li
Chairman, TAPA Asia Pacific
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In the term 'Data Governance', 'Data' is the
process of managing the flow of data across
business units and participants touching the
digital platform, 'Governance' focuses on the
integrity and security of data, based on the
standards defined by an organization. 

Data governance is setting a program in place that
includes a governing body to define the set of
procedures to ensure availability, usability, integrity
and security of data. Data management is therefore
the identification and execution the most suitable
architectures, policies and practices to manage
information lifecycle using technology.

Data management tools are standardized but they
can be configured to the requirements of your
organization. Governments are concerned about
preserving the integrity of their data governance
regimes, particularly with respect to personal privacy
and national security. 

When data issues are addressed within trade
agreements, the end result often favors cross-border
data transfer while preserving the ability of a nation
to regulate data flows for purposes of protecting the
privacy of its citizens or preserving national security
in the use and transmission of data. 

For e.g, the 2004 U.S.-Singapore Agreement, the first
U.S. free trade agreement (FTA) in Asia, includes
provisions on e-commerce, ensuring non-
discrimination for products delivered electronically,
prohibiting customs duties on digital products, and
binding the parties to the World Trade Organization.
Since then many countries in APAC like Vietnam,
Malaysia, Singapore have signed onto the Trans
Pacific Partnership(TPP) which represented a
significant leap forward in comprehensive treatment
of cross border e-commerce and data flows across
borders.

Article
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Analysing  

binding the parties to the World Trade Organization.
Since then many countries in APAC like Vietnam,
Malaysia, Singapore have signed onto the Trans
Pacific Partnership(TPP) which represented a
significant leap forward in comprehensive treatment
of cross border e-commerce and data flows across
borders.

The benefits of data governance in businesses are
guaranteed. It increases confidence in any decision
making, ensures that a standard, repeatable process
is set for the entire enterprise for data entry and
reporting, reduces if not eliminates the risk of
regulatory fines. Ensuring good data contributes to
increased income generation, reduces the necessity
of rework and also improves staff effectiveness
through compliance.

With goods and services consistently on the move in
supply chains a large quantity of materials, along
with data, is being exchanged with most supply chain
individuals. So, if the proper data governance
business processes and tools are not effectively
implemented in your IT environment, even a slight
error causes millions in loss of revenue and most
importantly, time.  

Furthermore, as the supply chain grows, the
possibility of sharing information with unauthorized
networks also increases exponentially. Data
governance is important for all aspects of business,
today we’re bringing attention to how it plays a
crucial role in ensuring an error free and quality-
controlled supply chain management. 

 

Data Governance
        & Security 

In Asia Pacific Supply Chains



Supply chain security here primarily involves
minimizing risks from using software developed by
another organization, and securing organizational
data accessed by another organization in your supply
chain. 

Organizations cannot take for granted that the
software that they use or purchase is secure.
Ransomware attacks and data breaches from the
inside or from a third party can compromise any link
of the supply chain. Even a security incident that only
affects a single vendor or third-party manufacturer
or supplier can still cause dramatic disruptions to the
process of goods delivery.
 
The fifteen-nation Regional Comprehensive
Economic Partnership (RCEP) trade agreement, of
which China is a major driver, includes provisions on
e-commerce. 

Negotiations began in 2012 and finally concluded in
November 2020 with less ambitious provisions on
digital issues than other contemporary trade
agreements in Asia. China’s sensitivities and more
restrictive approach to data, particularly with respect
to control of data within its borders, limited the
scope of the RCEP. In provisions that would
otherwise limit forced localization of data, each
member party can decide for itself whether it has a
legitimate public policy interest in preventing cross-
border transfer of information by electronic means. 
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A complete supply chain security strategy requires
following risk management principles and cyber
defense in depth. It also takes into account protocols
set by government agencies or customs regulations
for international supply chains. 

In the past, supply chain security primarily focused
on physical security and integrity. Physical threats
encompass risks with internal and external sources,
such as theft, sabotage and terrorism. 

Organizations often mitigate physical attacks by
tracking shipments and checking regulatory
paperwork. Additionally, vendors could be required
to secure shipments following specific quality
guidelines, and a business could employ several
vendors to ensure a steady supply of commodity
products. External auditors or inspectors could go to
a factory, and businesses could run background
checks on personnel as well. Shipments could also be
logged, guarded and checked prior to and after
shipping to stop tampering or theft.

More recently, cyber threats have risen to the
forefront of supply chain security concerns. Cyber
threats refer to vulnerabilities in IT and software
systems, like malware attacks, piracy, unauthorized
ERP access and unintentional or maliciously injected
backdoors in the purchased, open source or
proprietary software used by organizations. 
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According to recent studies in data governance a
standard supply chain process revolves around seven
key activities, namely: design, planning, sourcing,
production, logistics, financial planning, and
reconciliation. Data supply chain management, with
data products as the end result of the process, can
help to address each of these issues.

It puts equal emphasis on all phases of data
management — from collection to organization to
consumption of data products. It’s a means of
balancing the benefits of common data with those of
unique and tailored data in products, and it’s equally
suited to internal and external data. Relatively few
companies employ data supply chain management, but
those that do tend to report better results.

With a boom in technology and the ability to analyse
data for supply chains, a lot of focus has shifted from
taking warehousing initiatives onto enhancing agility
and imposing minimum costs on warehousing. With
the ability to quickly sense the status of inventory with
the demands, you can plan operations in accordance to
market needs and save the extra cost of delayed
information availability. 

With more and more data driven businesses increases,
the risk of supply chain threat is also constantly
evolving and here to stay. Business leaders and policy
makers both need to monitor security vulnerabilities
reported by internal and external sources. To mitigate
these risks, intelligence, inventory assets and ethical
practises are at the centre of supply chains.
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Q2: Malicious adversaries are more focused and
are well-equipped, from your perspective what
approach should companies adopt to secure their
network and data from these advanced threats?

In The Spotlight

Q&A with Mr. Sridhar Govardhan
Senior Director and Head of Information Security, Flipkart

Organisation Challenges 
In Data Governance 
And Security

In keeping with our month’s theme on Data Governance
and Security, TAPA APAC is extremely pleased to have
our esteemed member, Mr Sridhar Govardhan, Senior
Director and Head of Information Security, Flipkart, to
share some insights on how to bring awareness to the
member community about Data Governance and
Security.

SG: CISO's (Chief Information Security Officer) role has
significantly transformed from what was an IT security
specialist to today’s business executive role. This is due
to the rapidly evolving business and technology
landscape and its security challenges. 

In this ecosystem, a CISO should determine and balance
the priority according to the foreseen threats to secure
the business. Also, the CISO should be a technologist to
manage security strategy to effectively defend and
protect the enterprise assets. 

Enterprise security strategy should be derived in
collaboration with business leaders, to build proper
strategic alignment between the security organization
and the business, information/cyber security cannot be
set in isolation. Today’s CISO plays a pivotal role in
integrating security with the business.

Q1: In today’s context, what role a CISO plays in
enabling an organization?
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SG: Cyber threats are asymmetric, the traditional
security approach is inefficient, and relying solely on
protection technology or compliance process is a highly
inefficient strategy. 

Organizations should design, develop, and deploy
security as part of business, the technology, and data
architectures, and also instill security processes in
business operations, along with this security functions
should also develop and implement custom innovative
countermeasures. 

Solutions implemented should be self-defensive to
thwart current and future cyber threats and extendable
to meet business needs.

Q3: What are the different standards should
organizations follow for information security
governance?

SG: Based on the vertical the organization is operating
in, they can select their respective security standard for
compliance requirements (PCI-DSS, HITRUST). A more
general standard that can be adopted by any
organization is ISO 27001 and NIST Cybersecurity
Framework (CSF). ISO 27001 provides both guidelines
for designing and implementing security by an
organization, NIST CSF provides an organization to
evaluate its cybersecurity maturity to outline its current
state of cybersecurity and define a to-be state for
enhancing the security posture strengthen. 
While ISO 27001 is more on Information Security
(physical, digital etc., ) CSF is more detailed and
focussed on Network and Data Security. 



In The Spotlight
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Q4: What are the top 3 challenges that today’s CISO
face and what should they focus on to overcome?

Q5: What are your suggestions and thoughts to our
community for data security and compliance with
local and international regulations?

SG: Firstly, know your data.

SG: The top three challenges today’s CISOs facing are:
 A) Cybersecurity talent shortage

Cybersecurity is still relatively a new skill set and is
highly specialized, which is in high demand in the
industry. As a community, we are trying to
collaborate with academicians and universities to
develop courses that are specialized in various
domains of cybersecurity (both Bachelor's and
Master's degrees). Once we have students
graduating from college and taking up jobs in the
industry, this should ease the supply and demand
challenge.

B) Increase in zero-day vulnerabilities
In the recent days, there is a huge surge in the
announcement of zero-day vulnerabilities in
software, based on the applicability to the IT eco-
system, security and IT organizations have to fix
these within the time period before they get
exploited by attackers. In 2021, zero-day
vulnerabilities doubled when compared to 2020.

C) Ever-evolving data regulatory compliance
Today we have multiple data-related regulatory
compliances and this only continues to grow.
Depending on the business operation the
organization is into, the organization may have to
follow numerous different compliance when it
comes to data handling and data security to ensure
confidentiality, integrity, and availability of data

Supports in evaluating cybersecurity risks to systems,
assets, data, and capabilities.

Enables organizations to develop a long-term
cybersecurity and risk management program.

Assess and evaluate cybersecurity impacts across
supply chains and vendor.

Assists in identifying the security concerns areas in
technical and business process.

In continuation to the above CSF also provides the
following

i)  Know what type of data your organization - requests,
stores, and processes.
ii) Know where the data is stored system, application,
and physical location (geographic).
iii) Know who all have access to data and the privileges
they have.

Secondly, know the compliance requirements.
i) Evaluate what all data compliance requirements imply
to your business and geographic.
ii) Assess current compliance level and identify gaps.
iii) Develop a program for compliance.

Last but not least, develop a program for compliance.



Membership
Asia Pacific

ASIA PACIFICASIA PACIFIC
MEMBERSMEMBERS

Please join us in
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companies to join
TAPA APAC.
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Latest FSR & TSR

Certification
Asia Pacific

In every issue, we publish the list of newly awarded siteIn every issue, we publish the list of newly awarded site
certifications. Congratulations to our Members for theircertifications. Congratulations to our Members for their
successful audit and award of latest TAPA Standardssuccessful audit and award of latest TAPA Standards
Certification!Certification!

The above companies and locations were audited by one of TAPA Asia Pacific approved Independent
Audit Bodies (IABs) or in the case of FSR C and TSR Level 3, the audit may have been completed by an
in-house TAPA APAC Trained Authorised Auditor and certified by TAPA Asia Pacific. 
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To register for the sessions,
please head to: 

https://tapa-apac.org/schedule/

TSR 2020 & Refresher
(English)

As part of TAPA APAC membership benefits and entitlements, Members have
access to free training for TAPA Security Standards. It is time to use your
training entitlement before the year ends and get your company equipped
with trained Authorised Auditors as a result of successful training. This AA
Certificate is essential for Certification. 
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Please take note that training entitlements are not allowed to be taken
forward into the next year. Participants are requested to kindly go through
the registration form very carefully before registering into the respective
training sessions.

Dates To Note

Training 

May 2022

12th & 13th 
GMT +8

TSR 2020 & Refresher
(Mandarin)

26th & 27th 
GMT +8

June 2022

FSR 2020 & Refresher
(Mandarin)

July 2022

14th & 15th 
GMT +8

FSR 2020 & Refresher
(English)

August 2022

18th & 19th 
GMT +8

TSR 2020 & Refresher
(English)

September 2022

8th & 9th 
GMT +8

TSR 2020 & Refresher
(Mandarin)

15th & 16th 
GMT +8

FSR 2020 & Refresher
(Mandarin)

October 2022

20th & 21st 
GMT +8

FSR 2020 & Refresher
(English)

23rd & 24th 
GMT +8

Dates subject to change. Please
write to training@tapa-apac.org  
for any queries.

https://tapa-apac.org/schedule/
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