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Chairman's
Message

Dear valued members,

It gives me great pleasure to bring to you our next edition
of Lookout, our in-house e-publication from TAPA APAC.
Before the pandemic, procurement cost reduction and
productivity enhancement were driving supply chain
process improvements, digitization and investment.
These drivers remain important, the unprecedented
chaos caused by COVID has vastly disrupted their
competitive position even as we come out of the
pandemic. 

More broadly, there is a recognition that resiliency is
impossible unless buyers, suppliers and other parties
along the value chain are willing to share data and
collaborate. Procurement which enables secure, access-
controlled data exchange, could prove valuable for data
sharing. Our theme for this issue of Lookout is
“procurement and the risks of security of supply chain
and how to mitigate them”

We are also pleased and proud to share that TAPA APAC
China Office is officially established with all regulatory
approvals obtained. The office being based in Shanghai,
will help serve our China members well and expand our
TAPA Brand.

I hope you enjoy this latest edition of Lookout. We
welcome our new members and congratulate the latest
FSR/TSR Certifications. 

With best regards,
Lina Li
Chairman, TAPA Asia Pacific
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Procurement can be seen as a microcosm within
the wider macrocosm that is supply chain
management. While procurement only
emphasizes on building supplier relationships
and managing them to ensure they can be
leveraged to deliver the supplies your
organization needs to function, supply chain
security management includes all that into its
wider fold.

As it stands, procurement exists as a branch of
supply chain management since it assists in getting
the inputs that get processed into finished products.
Procurement supports production; supply chain
management encompasses production and
distribution. Procurement exists as a very significant
support function within the business management
equation as it’s essentially only concerned with
ensuring the constant flow of the supplies an
organization needs to process into finished
products.

Both procurement and supply chain management
assist in delivering your business goals and targets,
supply chain management and procurement as we
know are both internal operations; they may require
input from external stakeholders, but their core
remains within your organization. 

Procurement and supply chain management must
be managed proactively to support your business
operations. 

Article
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As risk manifests itself within a supply chain, this
article deals with how procurement can balance
pressure from finance with the value of supplier
relationships and what best practice looks like
including supplier financing also signs of financial risk
and how to develop a more proactive approach to
identifying potential disruption.

In the past, supply chain security primarily focused
on physical security and integrity. Physical threats
encompass risks with internal and external sources,
such as theft, sabotage, terrorism etc. Organizations
often mitigate physical attacks by tracking shipments
and checking regulatory paperwork. Additionally,
vendors could be required to secure shipments
following specific quality guidelines, and a business
could employ several vendors to ensure a steady
supply of commodity products.

External auditors or inspectors could go to a factory,
and businesses could run background checks on
personnel as well. Shipments could also be logged,
guarded and checked prior to and after shipping to
stop tampering or theft.
 
However nowadays, ensuring your procurement risk
management is as big as the entire supply chain and
businesses need to be able to visualize the supply
chain right from procurement and do away with poor
contracts. As most procurements are based on value
for money, the supplier needs to be selected on long
term sustainability and on being environmentally
responsible. 

Procurement &        
The Supply 

Chain Security RISKRISK



Article

Procurement managers need to decide what metrics
are most critical for the procurement teams to
measure in the suppliers, then use procurement
software and other automation tools to measure it.
This will help to balance commercial metrics with
those looking at supply chain sustainability and ESG
so that you can rework action and work with those
suppliers whose standards begin to slip.

During the pandemic’s timeline of events and
progress, the risk trends shifted stance. Brands we
relied on during social distancing and remote work
were attackers’ favourite disguise. Relief efforts and
public health information were used as spam lures,
and critical components of the vaccine supply chain
were targeted. 

Since then, most supply chains haveing procurement
as an integral part of the supply chains have data
protection, data locality and most importantly data
visibility and governance at the heart of their
procurement and other part of the supply chains.
This considerably affected fraud prevention and
third-party risks. 

Finally, to access the robustness of the procurement
of parts or components security risk quantification,
program development with suppliers along with
regulatory compliances and security education and
training are key. 
 

Ignoring this may lead your significant brand
damaging. Communication between supplier and
internal stake holders is very vital to not have
inaccuracies in baseing the procurements. 

Strengthening links with suppliers leads to long
terms relationships and build a robust procurement
line. This will also have a knock-on effect on the
wider supply chain especially if the businesses are
dependent on several upstream suppliers.

Introducing automation on procurement can reduce
human error in contracts. Even though procurement
will always need human intervention, several
automated reporting and visual dashboards will
always give a comprehensive view of everything
related to the procurement business. 

Creating a robust vendor sourcing strategy for
mitigating risk, is to develop a clear set of standards
that requires vendors to meet before business
decide work contacts with them. 

The sourcing strategy and required standards can
incorporate commercial elements as well as
environmental and social governance (ESG) aspects
like supply chain sustainability. This also needs to
consider elements for developing supplier metrics.
This will ensure businesses have a means of
measuring the supplier performance as well.
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FL: That’s an interesting observation and question.
Safety and Security cost is unlike direct operation costs
which have countable ROI. Therefore, it’s
understandable that safety and security costs may be
considered as less important, less relevant and thus
subject to more cost saving pressure from the
management. An experienced and a thoroughbred
safety and security professional can easily explain,
justify with logic and facts, the necessity to have a
robust safety, security measures and management in
place and also (i) ensure compliance to regulations; (ii)
carry out business based on the risk assessment
results; (ii) work towards a cost-effective solution.

Nowadays, almost all vendors, not just the key
suppliers, understand the importance of safety and
security measures. As the saying goes “Prevention is
Better than Cure” they know it’s more cost effective to
have necessary measures in place to prevent than to
respond to a safety or security incident. 

Q3: How do we make supply chains more secure?

FL: In every business, same like key customers, key
suppliers play a major role. Relationship and evolving
together should be the criteria wherein key suppliers
are treated like business partners and not like Vendors.
This trust, relationship and attitude to bond and grow
together gives the Key Suppliers lot of confidence to co-
operate more in mitigating any safety and security risks,
issues or incidents. 

FL: Supply chain is a broader concept that covers from
source to consumption. They include not only 

In The Spotlight

Q&A with Mr. Felix Li
Director, Safety and Security, Starbucks, China and Board Member, TAPA APAC

Safety &Safety &  
                  SecuritySecurity  

In continuation to bringing value to our members,
we are very pleased to have with us Mr. Felix Li,
Director, Safety and Security, Starbucks, China and
Board Director in TAPA APAC, to share his views and
suggestions on safety and security in the
procurement function of supply chain. 
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Procurement Tips In Supply Chains

source to consumption. They include not only
warehousing and transportation but to a significant
extent covers manufacturing too – especially inbound to
manufacturing. This asks for different robust security
procedures to be put in place based on the business
model and operation processes. These security
procedures are necessary and effective to cover all the
potential gaps and risks in the business.

Q4: With the inclusion of security procedures,
management systems, risk alerts, etc., will not the
cost of procurement increase? Do the Vendors/ Key
Suppliers agree and align? Or does the safety and
security measures take a backseat, by the
management, when it comes to lowering expenses
and monitoring costs?

FL (Felix Li): First, it’s important to ensure the vendor’s
compliance to regulations, including its business and
products. Secondly, it’s also important to verify if the
vendor has mature safety and security management
system. These requirements must be clearly stated in
the contracts with necessary actions against non-
compliance if any. For key material and service
providers, safety and security audits are also necessary.

Q1: As a safety and security director, what do you
regard as vital aspects in the procurement of raw
materials in the supply chain? 

Q2: Any suggestions on the engagement role with a
key supplier?



In The Spotlight
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Q7: How do you maintain your knowledge of
providing the best solutions, can you share some
of this for our readers benefit?

FL: First of all, there is no absolute best solution. All
solutions provided should be based on a
comprehensive decision-making process, considering all
the factors at that moment. My suggestions would be:

a: Understand the business and understand the value
of safety and security in the business environment.
Avoid thinking of safety and security within safety and
security scope, instead, understand what’s good for the
business and make it clear.

b: ‘Stay foolish, Stay hungry.’ We’re in a fast-developing
world in which both good guys and bad guys can take
advantage of the emerging new technologies. Learn
from industrial professionals and your counterparts in
other business instead of leaning on your own
experience only. It would be helpful to be associated
with  industrial professional organizations and seminars
to keep up with the trend. 

c: TAPA is an ideal association to be connected with,
learn and enhance knowledge of security standards in
supply chain. 

Q6: How often are the safety and security
assessments required in your line of businesses?
 
FL: - In retail business, most stores’ environment are
relatively stable. So an annual safety and security
assessment is normally sufficient. Additionally, if any
major change happens to the store environment or any
safety or security incident happens, then an immediate
re-assessment must be conducted.

Q5: Are there any other factors that need to be
considered?  

FL- Cyber Security is another key aspect. As e-
commerce is a trend in F&B and retail industry, cyber
security is a new challenge for all companies who have
online business. We have seen a lot of business getting
affected with poor IT and Network Security. In our
organization we have a highly capable dedicated team
to deal with cyber threats.

Better than Cure” they know it’s more cost effective to
have necessary measures in place to prevent than to
respond to a safety or security incident. 



Announcement

Last year in the November 2021 edition of Lookout magazine, we shared with great
pleasure that after years of efforts and preparation, TAPA Asia Pacific was
honoured to be issued with the Non-Government Organisation license to
commence operations in China, the first of its kind in the industry, by the Shanghai
Public Security Bureau.

TAPA Asia Pacific Opens

  New Chapter In New Chapter In ChinaChina
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To serve our members in mainland China, we
have engaged SUPER, an experienced service
provider with professionals based in
Shanghai, to serve our existing members,
assist new members, expand TAPA brand
and share TAPA’s security standards
knowledge with supply chain practitioners to
enhance supply chain safety and resilience,
thereby improving the effectiveness of
protecting businesses from all walks of
industries in China.

In this March 2022 edition, we are pleased
and proud to share that TAPA APAC China
Office is officially established with all
regulatory approvals obtained. 

Shanghai, to serve our existing members, assist new members, expand TAPA brand
and share TAPA’s security standards knowledge with supply chain practitioners to
enhance supply chain safety and resilience, thereby improving the effectiveness of
protecting businesses from all walks of industries in China.

Mr. Alan Liu, existing Board Director of TAPA Asia Pacific is the Chief Representative
of TAPA APAC China Office. He resides in Shanghai and is supported by SUPER.

For further information please write to us at tapachina@tapa-apac.org.

mailto:tapachina@tapa-apac.org
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Latest FSR & TSR

Certification
Asia Pacific

In every issue, we publish the list of newly awarded certifications.
Congratulations to our Members for their successful audit and award
of latest TAPA Standards Certification!

The above companies and locations were audited by one of TAPA Asia Pacific approved Independent Audit Bodies
(IABs) or in the case of FSR C and TSR Level 3, the audit may have been completed by an in-house TAPA APAC Trained
Authorised Auditor and certified by TAPA Asia Pacific. 
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Dates To Note

Training 

TSR 2020 &
Refresher
(English)

As part of TAPA APAC membership benefits and entitlements, Members have
access to free training for TAPA Security Standards. It is time to use your
training entitlement before the year ends and get your company equipped
with trained Authorised Auditors as a result of successful training. This AA
Certificate is essential for Certification. 
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Please take note that training entitlements are not allowed to be taken
forward into the next year. Participants are requested to kindly go through
the registration form very carefully before registering into the respective
training sessions.

FSR 2020 &
Refresher

(Mandarin)

April 2022

21st & 22nd
GMT +8

Dates subject to change. Please write to
training@tapa-apac.org  for any queries.

26th & 27th
GMT+8

TSR 2020 &
Refresher

(Mandarin)

To register for the sessions,
please head to: 

https://tapa-apac.org/schedule/

May 2022

12th & 13th 
GMT +8

May 2022

https://tapa-apac.org/schedule/
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