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Chairman's
Message

Dear valued members,

This November edition of Lookout is very special for me, and I am
delighted to share with you that TAPA has developed Cyber Security
Standards (CSS) to help protect against supply chain cybercriminals. Our
members in the Americas increasingly expressed a need for a stand-
alone cyber security standard that recognizes reasonable levels of cyber
security, vendor risk assessments, incident response plans, and secured
third-party vendor relationships.

Therefore, we increased our resources and commitment to a Cyber
Security Standard Working Group to meet the needs of our members.
The objective was to establish a minimum set of requirements that
provide a baseline for a supply chain cyber security program. In 2021,
the TAPA-APAC region joined the TAPA AMERICAS’ CSS Working Group
with a shared commitment to a stand-alone Cyber Security Standard.

Both the AMERICAS and APAC regions will be supporting the CSS
standards with web-based training and supporting resources. More
information and a copy of the TAPA Cyber Security Standards are
available on the regional websites. Please do visit our websites and
other social media sites like Twitter to read more on this.

Finally, I would like to take this opportunity to update that our TAPA
APAC China NGO office has been granted with a license to commence
operations at Shanghai recently. As the first licensed non-government
organization in the industry, this has come after years of preparations
and hard work to ensure the legal compliance of our operations in
China with an aim to serve the best interests of our members here.
Under the great sponsorship from local authorities, we also joined the
signing ceremony for Pudong ‘Golden Middle Ring Development Zone’
to demonstrate our strong commitment in contributing to the economic
development of Pudong Shanghai. T Bureau. This is indeed a proud and
exciting moment for TAPA APAC and personally also for me.  

I hope you find the latest edition of Lookout interesting and engaging.
Do keep reading and share with us your feedback and suggestions.

With best regards,

Lina Li
Chair, TAPA Asia Pacific
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Press Release

BOCA RATON, FLORIDA – The Transported Asset Protection Association announced today that it had
developed Cyber Security Standards (CSS) to help protect against supply chain cybercriminals. 

Cyber-attacks on global supply chains are becoming increasingly prevalent. Bad actors exploit supply
chain vulnerabilities to steal intellectual property, steal or misdirect cargo shipments, corrupt software,
surveil critical infrastructure and infiltrate trusted suppliers and vendors. "Our goal is to mitigate this
threat by developing a global standard that recognizes reasonable levels of cyber security, vendor risk
assessments, incident response plans, and secured third-party vendor relationships," said Allen Gear,
Chair of TAPA-The Americas.

"The Standards lay out a minimum set of requirements that provide a baseline for a supply chain
cyber security program," said Lina Li, Chair of TAPA - APAC. "Moreover, they allow organizations of all
sizes and degrees of risk to apply the principles and best practices of cyber risk management and
improve the supply chain security and resiliency of their critical infrastructure." 

These standards are intended to be single-level and linked to a certification in the TAPA Facility
Security Requirements (FSR) Standard or the TAPA Trucking Security Requirements (TSR) Standard.
Accordingly, to request certification under the CSS, an applicant must already be certified by a TAPA-
approved independent audit body to FSR Level A or TSR Level 1. Or the applicant can pursue
certification simultaneously with the FSR or TSR.

Both the AMERICAS and APAC regions will be supporting the CSS standards with web-based training
and supporting resources. More information and a copy of the TAPA Cyber Security Standards are
available on the regional websites.

TAPA RELEASES NEW CYBER SECURITY STANDARDS FOR SUPPLY CHAINS
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The Transported Asset Protection Association is a nonprofit association formed in 1997 to tackle the
multi-billion-dollar problem of cargo thefts from supply chains. It is a coalition of manufacturers,
shippers, carriers, insurers, service providers, law enforcement, and government agencies. Our
members represent every type of company or organization facing cargo crime within the
transportation supply chain.

###



Press Release

The first licensed non-government organization in the industry.

On the afternoon of October 27 2021, Transport Asset Protection Association, Asia Pacific (TAPA APAC),
was honored to be issued with its Non-Government Organisation license to commence operations in
China by Shanghai Public Security Bureau. As the first licensed non-government organization in the
industry, this is indeed a proud and exciting moment for TAPA APAC and all of our members after
years of efforts and preparation.  

TAPA APAC’s industry and standard recognition has been steadily increasing globally as a mark of
confidence in the supply chain industry. We are also seeing an increasing numbers of members from
China, with more than 70% of our Chinese members who has supply chain operations in Shanghai. To
better assist our Chinese members, TAPA APAC has been actively communicating with various
Shanghai government departments to be legally register and establish our representative office in
China, in the last five years, after following the strict accordance of the legislation to China’s Foreign
Non-Governmental Organisations on 1st January 2017, where we had ceased all domestic operations
and transfer all services for Chinese members to the Singapore headquarters.

“After years of TAPA APAC’s determined efforts, putting in gradual implementations and improvement
of the domestic management measures for foreign NGOs, TAPA APAC put forth to have our
association reviewed by the Shanghai Municipal Transportation Commission as per recommended by
the Pudong New Area Public Security Bureau, in early 2021. After rigorous expert review and
qualification review, we are delighted to share that on 25th August 2021, TAPA APAC has finally
obtained the approval from the Shanghai Municipal Transportation Commission to be the supervising
government unit to our association.” said Alan Liu, China Chief representative of TAPA APAC.

TAPA APAC, received Non-Government Organisation License to Operate in
China and contributed to the development of Pudong “Golden Middle Ring”
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Press Release
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With the signing into the Qiantan International
Economic Cluster, TAPA APAC responded strongly to
the government’s call to join the Shanghai Pudong
World Expo Administration, announced on 15th July
2021, by the Central Committee of the Communist
Party of China and the State Council.  We endeavour
to provide our resources to support the supply chain
industry and doing our part to promote the growth
and development of Pudong in its entirety. 

With the signing into the Qiantan International Economic Cluster, TAPA APAC responded strongly to
the government’s call to join the Shanghai Pudong World Expo Administration, announced on 15th July
2021, by the Central Committee of the Communist Party of China and the State Council.  We
endeavour to provide our resources to support the supply chain industry and doing our part to
promote the growth and development of Pudong in its entirety. 

TAPA APAC’s supporting the supply chain ecosystem in Pudong
Prior to the issuance of the license, TAPA APAC was also invited to join the "Golden Middle Ring
Development Belt" signing ceremony, held on the afternoon of October 26. The "Golden Middle Ring
Development Belt" Global Promotion Conference was held in Shanghai Center to introduce Pudong's
important development strategies in its "14th Five-Year Plan" to global investors to develop Pudong
into a leading area for socialist modernization as it sets its sight to become one of the best investment
destinations. 

At the conference, TAPA APAC, along with Takeda Pharmaceuticals, the largest biopharmaceutical
company in Asia, and Marriott International, an international hotel management company signed a
Memorandum of Understanding to be the latest bodies to step foot and join the “Golden Middle Ring
Development Belt”, injecting new vitality in this grand Pudong development plan. The event was
graced by Zhu Zhisong, Member of the Standing Committee of the Shanghai Municipal Party
Committee and Secretary of the Pudong New Area District Committee, and Hang Yingwei, Deputy
Secretary-General of the Shanghai Municipal Government, Deputy Secretary of the Pudong New Area
Committee and District Mayor.

A budding city needs an effective supply chain management while an efficient supply chain underpins
the sustainability of a thriving city. TAPA APAC, is an organisation that looks at unifying all supply chain
stakeholders, through the provision and sharing of security standards to cargo facilities and fleet
management, such that precious commodities are not lost when managing international supply
chains. TAPA APAC looks to playing a collaborative role and contribute to this gigantic ecosystem in
Pudong. 

“As China continues to develop robustly, we are seeing an increasing need for supply chain standards
to be upheld and elevated. At TAPA APAC, elevating supply chain standards is our core focus. we look
to share our knowledge with supply chain practitioners to enhance supply chain safety and therefore
improving the efficiency of protecting businesses from all walks of the industries,” said Lina Li,
Chairman of TAPA APAC. 



It’s really proven by facts, that when I came from Asia to
look into the supply chain security industry, the
challenges faced in different countries and solving them
was pure knowledge gain which I still practice. And it
helps me solve a lot of questions and situations in
various ways. 

In The Spotlight

look into the supply chain security industry, the
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In continuation of our focus on emerging and
traditional industry security challenges and
opportunities, we are very pleased to have Mr.
Keven Liang BOD Member TAPA Asia Pacific and
Supply Chain security manager, HP Inc. to share his
views and experiences on the current security
challenges and opportunities in Asia Pacific.

KL: As a supply chain security manager I served DHL
Express China for over 7years, in those years, I was in
charge of the station physical security, investigation and
station security authentication. In that period, I started
to know and learn what TAPA FSR/TSR are and came
across many experts in the same industry. It helped me
to build a solid security knowledge foundation and rich
practice experience. 

From 2011, I joined HP China to transfer my role from a
logistic service supplier to a buyer. It was new platform
and a big challenge for me. As a buyer, I needed to
manage the entire supply chain security, which is
managing the basics from the manufacture, logistics,
warehouse and recycler. HP has a robust security team;
in this team everyone is a good mentor and that too
helped me to learn & grow quickly in the new
environment. On the other hand, HP provides me a
good opportunity to lead the supply chain security in
Asia, open my eyes, to look at the entire Asia.

Q1: Can you share with us your experiences as a
security manager in various organizations of
repute that you have been associated with? 

Q&A with Mr. Keven Liang
BOD Member, TAPA Asia Pacific
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Q2: Various parts of the world are going through
supply chain disruptions and delays, are there any
impact to your business currently?

KL: Since the COVID-19 outbreak, every day and minute
we are likely to face new challenges in Supply Chain.
Issues occur everywhere, such as with a driver driving to
an air terminal / ocean port, the shipments being
stopped on the way or being stuck in a yard, or just
waiting for the quarantine period to be over. It needs a
lot of coordination and skills.

For HP, we face the factory temporary shutdown for
sterilization due to some positive cases. It really
impacted daily yield and date of delivery. Fortunately,
HP has a good BCP team to face all kinds of scenarios. I
am a part of the BCP team, and we have to make
decisions with low risk quickly to avoid more losses as
the situation unfurls. 



KL: Yes, we do. In HP, we normally follow this in our
thinking and in our method. 

Firstly, the correct control policy needs to be in place to
prevent any kind of incident from happening. We always
say nip in the bud, this tells us if we can stop something
before it has an opportunity to become big and establish
itself as a concern permanently. It’s to ensure the business
functions normally as per day to day operations and
ensuring minimum impact to our business if an incident at
all takes place someday. 

Secondly, we have a BCP team to organize a war-room to
review the last year's data. The purpose is to close those
gaps and prevent the same incident from happening again
under the same environment. The new response plan will
be reviewed and aligned by each party to follow and
implement. 

In The Spotlight
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those gaps and prevent the same incident from
happening again under the same environment. The new
response plan will be reviewed and aligned by each
party to follow and implement. 

Q3: Which part of supply chain security is most
critical in your area of work? How do you address
it?

Q5: How do you ensure end to end supply of
hardware and chip protection during the entire
supply chain?

KL: Know your product - You must understand as much
as the product produced in your company, this helps
you to list an impeccable security operation process to
secure your assets. 

Listen to your peers - A regular meeting with your
engineer team and manufacturing manager to
understand if there are any changes of the products,
production line and operator teams. 

Audit your site – Definitely, you must physically check
and review the factory where to store, use and produce
the products, as a security, you are not an armchair
strategist, you must use your eyes to believe the plan is
effective. 

Build a chat group - Due to Covid, nowadays we have
more and more virtual meetings with colleagues and
vendors. By using those APPs to build a chat group to
update risks, incidents, share documents and
information. It helps each other to be on the same
page.

KL: As a buyer, the entire supply chain security includes
4 parts, they are manufacture, transportation, storage
and recycler. 

In my point of view, the recycler is a weakest link in the
entire supply chain. Most security managers are
focusing on the finished goods, it’s really common
sense. However, you may hardly imagine that there is a
gang of people in the grey market, who is monitoring
those scraps/wastes from your manufacture, they can
easily refurbish/clone the scrap products to resell it to a
lower price compared to the genuine product.
Meanwhile, there is a high possibility when end users
buy & use those products, it may impact your
company’s reputation and brand name.

The best way to control the scraps/wastes from a supply
chain security perspective is to physically destroy it. If
your company is not allowed to crush it totally, we have
to align with the engineering team, to find out whether
we can destroy the key component. And a qualified
recycler is a basic requirement, as a supply chain
security manager, you have to validate the entire
process to ensure your scraps/wastes are going to good
hands and they will be able to properly dispose of the
same or recycle them into other products.

Q4: Do you have a comprehensive incident
response plan or are incidents varied in nature,
how do you tackle incidents of theft, damage and
copyright issues?



In The Spotlight

Q8: Would you have any advice for new security
managers entering the industry amidst growing
incidences of supply chain disruption.

KL: It’s a good practice for HP supply chain security
team. The sustainability and operation team needs to
understand the requirements of the supply chain
security from the manufacturers. This also influences
the day-to-day security team. When the management
team sees the results from the market, the sales and
operation team fully support the security plan and
agree to invest the physical security investment in
manufacturer’s and recycler’s sites. 
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Q6: What are the new initiatives being taken in
response to increase in supply chain incidents?

Q9: How does your experience, and background
help forums like TAPA Asia Pacific?

KL: I have abundant supplier and buyer security
knowledge and over 15 years TAPA FSR/TSR certification
experience. Aa a BOD, I can contribute my ideas and
opinions to new questions or challenges. And vote for
an important decision that TAPA APAC will implement in
APAC. As a TAPA trainer, I volunteer to train the new
members in China, also provide my specialized
knowledge and interesting things in security. 
TAPA is a good platform to bring security professionals 
 together. 

KL: Internally, we reviewed our security requirements
yearly, which helps us to face all kinds of new situations
in the security industry. Meanwhile, we train the
partners to comply with HP security standards. And we
not only normally use email, phone and SMS to respond
to a supply chain incident. Thanks to the online
environment, we have more instant ways to respond to
an incident. Both relying on traditional communication
applications, we also use mobile APPs to take pictures,
videos and voice msg to update an incident
immediately. 

Q7: Scrap Recycle and sustainability have been
followed by HP for many days. How robust is this?

KL: Passion, to be a security manager you must love this
job. When you love your job, you are willing to spend
your time and energy to learn and inquire from your
manager or friends in the same industry. Even if you
don’t have any security related background, don’t worry,
you have TAPA as a mentor in the supply chain security
industry. Join the TAPA Wechat/Whatsapp group, make
more friends in the same city/country, and you can
expand your knowledge in different areas. 

Trust yourself, if you think you can, you can be a good
security manager. 

managers entering the industry amidst growing
incidences of supply chain disruption.
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Please join us in welcoming the latest companies to join TAPA APAC.

ASIA PACIFIC
LATEST MEMBERS



Article

Work plays a central role in determining health,
working conditions – whether physical exposures,
job demands, or psychosocial experiences – may
cause or contribute to work-related injury and
illness and may increase risk of chronic disease
and mental distress. A growing body of research
is seeking to understand these intersecting
pathways through which work functions as a key
social determinant of health and safety.

Incident reporting is a crucial pillar in the overall
management of workplace safety, ensuring minimal
risk exposure as well as effective risk mitigation for
employers and employees. 

Organizations depend on scalable business
processes to be efficient and stay agile to adapt
rapidly in ever-changing business conditions.
Workplace health safety and environmental risks are
a priority in today’s environment.

It is imperative that organizations adopt a scalable
and effective intelligent automation platform to help
address:

1. Complexities in the end-to-end Incident Reporting
process – initiation, investigation, review, and
resolution.

2. Lack of visibility across various contact points, with
timely updates to different stakeholders.

3. Possible compliance gaps for ad-hoc steps of the
process.

The flow chart below illustrates causal pathways
through which workplace policies, programs, and
practices may influence worker and enterprise
outcomes, highlighting the importance of
organizational interventions that improve working
conditions. 
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Source- Science Direct



Under workplace programs and practises many
companies are implementing robotics and
automation, the consensus is that manufacturers can
boost productivity and drive efficiencies. Automation
is freeing employees from repetitive, unsafe and
potentially hazardous jobs, enabling them to conduct
higher level tasks. With advanced technology,
workers can be shielded from temperature extremes
and radioactive or toxic environments. And
automation can reduce certain types of worker
injuries, such as those typically associated with
repetitive upper arm motion and lifting.

Considering the above-mentioned issues, optimized
machine learning algorithms have been applied to
predict the accident outcomes such as injury, near
miss, and property damage using occupational
accident data. 

Two popular machine learning algorithms, namely
support vector machine (SVM) and artificial neural
network (ANN) have been used whose parameters
are optimized by two powerful optimization
algorithms, namely genetic algorithm (GA) and
particle swarm optimization (PSO) in order to achieve
higher degree of accuracy and robustness. PSO-
based SVM outperforms the other algorithms with
the highest level of accuracy and robustness.
Furthermore, rules are extracted by incorporating
decision tree C5.0 algorithm with PSO-based SVM
model. Finally, a set of nine useful rules are extracted
to identify the root causes of the injury, near miss
and property damage cases. 

A study from manufacturing is added for clarity
where several key findings are obtained in the
application of ML approaches in occupational
accident analysis. The four major research domains
are (i) prediction of incident outcomes, (ii) extraction
of rule based patterns, (iii) prediction of injury risk,
and (iv) prediction of injury severity. Then, a
taxonomy of the ML algorithms used is developed.
Finally, research gaps and safety issues are
highlighted and the scope for the future is discussed.

However, new technology brings new types of risk.
Without the appropriate planning and training robots
and automated processes can create new hazards,
resulting in other types of injuries — sometimes with
catastrophic consequences. Machines are not always
equipped to make intelligent decisions. This problem
may be further compounded by poorly designed
user interfaces.

Article
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However, new technology brings new types of risk.
Without the appropriate planning and training robots
and automated processes can create new hazards,
resulting in other types of injuries — sometimes with
catastrophic consequences. Machines are not always
equipped to make intelligent decisions. This problem
may be further compounded by poorly designed user
interfaces.

Incident reporting about the risks and hazards
associated with robotics and automated machinery
should become a buzz word for workspace security
managers. For instance, it is a common belief that
collaborative robots, often referred to as cobots, are
easy-to-integrate machines that can work seamlessly
alongside human workers. However, this doesn’t
necessarily make them exempt from the safety
regulations associated with regular industrial robots.

The security assessment should consider all the risks
that may occur while the robot is in operation,
performing the tasks required of it, as well as the
potential risks when the cobot is between tasks. It is
imperative that users understand the safety
requirements of all new automated systems. Studies
have shown that a heavy reliance on automated
processes may result in changes in human behaviour,
including increased complacency. Because a system is
functioning satisfactorily, some employees mistakenly
believe it is not necessary to closely monitor the
entire process. Such complacency can lead to
accidents.



Security and operations executives must anticipate
the variety of new tasks that may be required of
employees following the installation of robots or
other types of process automation. They also need to
be able to assess any new risks to employees
associated with their changing roles. 

Such changes may create different types of safety
and health issues for workers designated to operate
new machinery or continuing in their current roles
working alongside robots. Some employees may
move into new roles that are more complicated or
even physically strenuous to perform or
monotonous. Another critical issue with automation
involves failing to allocate sufficient space for
humans and automation to co-exist. Businesses must
ensure sufficient workspace is allocated to allow
humans to work safely with machines.

The design of a job, including tasks, work processes
and demands, work hours and shifts, and the extent
to which physical, cognitive and emotional efforts are
requirements of the job, influences a range of safety,
health and wellbeing outcomes. In several countries
workers in temporary or precarious jobs usually have
limited control over the pace of work, are hired in
periods of high work demand, and often have few
support within the workplace, all of which are
associated with injury risk and threats to wellbeing.

By choosing reliable and effective automation
systems, a safer factory can still be flexible and
adaptable. A wide variety of input sensors and
switches are available to detect potentially
hazardous conditions, safety-rated controllers to
execute logic and programs and output driving
devices.

Further regulation may also be essential to help
prevent automation-related safety incidents.
Regulatory bodies must work diligently to keep up
with new technological advances in the workplace,
especially with regards to machine safety, their
compliance and learn to identify hazards and train
to reduce them. 

Participatory practices offer workers opportunities
to identify specific problematic working conditions
or work on incident reporting data and also allow
managers to listen to workers concerns and work
collaboratively with key stakeholders to make these
changes, benefiting the organization as well as
workers who feel greater agency and control.
Policies, programs, and practices are positioned in
the model as important points of intervention that
may contribute to improvements in conditions of
work and ultimately to worker safety, health and
wellbeing. Security and operations managers
alongside employers may directly foster these
supportive policies, programs, and practices, and
also support these actions by leadership
commitment, participatory practices, collaborative
and comprehensive approaches, and incident data-
driven approaches.

New approaches to participatory engagement of
workers may be needed for workplaces that include
subcontracted and temporary workers, such as
construction sites with workers reporting to
different employers of record. Risk assessment is
ultimately data driven and it is imperative for all
security and operation managers to understand
and implement them diligently to close any
compliance related gap. The bottom line is
automation will improve workplace safety but
incident reporting and vigilance is a must.
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Latest FSR & TSR

In each issue of lookOut, we publish a list of TAPA Asia Pacific members that
have most recently awarded TAPA FSR or TSR certification.

The above companies and locations were audited by one of TAPA Asia Pacific approved Independent
Audit Bodies (IABs) or in the case of FSR C and TSR Level 3 certification may have been completed by
an in-house TAPA APAC Trained Authorised Auditor.
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Click on the dates to register

To register for the sessions, please head to: 
https://tapa-apac.org/schedule/

Schedule dates may be liable to change.

TAPA Asia Pacific regularly conducts supply chain security and resilience
related  training across Asia Pacific region for its members and industry
participation leading to enhancing competency towards reducing losses
from international supply chains. TAPA's Security Standards act are
respected globally as a worldwide benchmark for supply chain security
and resilience, providing guidance, processes and tools which reduce
loss exposure, protect assets, help to keep staff safe, and save costs. It is
time to use your training entitlement before the year ends and gets
yourself or your co-colleagues FSR & TSR certified if either of you are not
certified yet. Please take note that training entitlements are not allowed
to be taken forward into the next year.

Participants are requested to kindly go through the details in form very
carefully before registering into the respective training schedules.

In EnglishIn Mandarin
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Courses are conducted online

Last RunLast Run
F O R  2 0 2 1

FSR Training
Virtual Training

November
22nd - 23rd 

November
29th - 30th 

Latest Training

TSR Training
Virtual Training

https://tapa-apac.org/schedule/
https://tapa-apac.glueup.com/event/tsr-2020-virtual-training-mandarin-29155/
https://tapa-apac.glueup.com/event/tsr-2020-virtual-training-mandarin-29155/
https://tapa-apac.glueup.com/event/fsr-2020-virtual-training-english-44466/
https://tapa-apac.glueup.com/event/tsr-2020-virtual-training-mandarin-29155/
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