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Chairman's
Message

Dear Valued members,

It’s a very good feeling to bring to you the October edition of Lookout, I
hope you have enjoyed the new features and additions that we have
brought to you like the trade school webinars and expert interviews in
various aspects of supply chain security. In this fall issue we are giving
an ode to October as we explore rare earth elements also known as
REE’s and sharing the knowledge on how these elements are changing
technology as much as the supply and demand of REE’s changing the
supply chains and the security aspects of the same.

October is officially autumn, when the supply chain shortage of
semiconductors first started in 2020, it was supposed to be eased out
by the end of the third quarter (autumn) of this year but currently it’s
still in doldrums worldwide. While semiconductors are crucial
technology to all types of electronic devices, they will become even
more critical with the imminent technology-based innovations in various
industries. TAPA APAC’s Lookout tracks the shortage and critical supply
chain issues and where we are headed, to keep you abreast with the
latest trends and trials in this business. 

As a forum, one of the things that we sought to do is to provide as much
insight as to what makes up the security challenges and how they can
affect your businesses. This is also reflected in our training, updates and
campaigns that we keep sharing every week, particularly in relation to
facility and electronic segments. I am also very pleased that despite
facing challenging situations especially since the last two years because
of the pandemic, we have been able to balance all our expectations with
your immense support and participation.

We hope you enjoy the October edition of Lookout. We hope our China
members enjoyed the Golden week holiday. We also express our best
wishes for our India and ASEAN members as also members in other
parts of the Asia Pacific for the festive season.

Best regards
Lina Li
Chairman, TAPA Asia Pacific
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Article

Lanthanum, Neodymium, and Dysprosium; one may
be excused for not being familiar with what these
words are or the relevance they have in modern-day
society. They are every bit as invisible as they are
integral to many components, devices, and products
in the technology industry that everybody uses daily.

The truth is, the three words mentioned above are
part of a group of seventeen metallic elements on
the periodic table known as rare earth elements.
These rare earth elements are nearly
indistinguishable from each other but have many
diverse applications. Particularly in the field of
technology, rare earth elements are a necessary
component in the production of cellular phones,
computer hard drives, flat-screen monitors,
televisions, and even electric or hybrid vehicles.

Take a look at any smartphone. On the surface, you
will see the touch screen display, the metal body, and
the buttons on the side. Taking the phone apart, you
may

Rare earth elements, though invisible in the final
product or component, play an integral part in
technology. With increasing demands and the world
operating more and more within a digitized
environment, finding ways to diversify, increase
production, and implement more supply chains for
these rare elements must be considered a top
priority.
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The Metals Of Technology 

Digging Deeper

Technology is a booming industry in today’s economy.
Even before the pandemic, the world was in the midst
of a technological revolution and even now, the
technology industry continues a meteoric rise with no
visible end in sight. As the world becomes more
connected through the internet, smartphones, and
computer screens, it can also be safely concluded that
the demand for rare earth elements will soar in
tandem.

However, this is where the problems begin to arise.may find components such as a circuit
board, battery, speakers, and a camera.
However, you will not find rare earth
elements by disassembling a smartphone
and separating all the final components.
One must look even closer to find these
invaluable metals. 

Inside a smartphone are several rare earth
elements, but they are not as tangible as a
circuit board or a camera. The vibrant
colours on the screen, the vibration when
you receive a message, and the ringtone you
hear when receiving a call are where rare
earth elements fill their role.

(Source: elements.visualcapitalist.com/rare-earth-metals-production-not-monopolized-china/)



Article

Looking at the above graph, China accounted for
about 140,000 tonnes of rare earth elements or
around 58% of the entire world’s production in 2020.
The United States of America came in far second with
a mere 38,000 tonnes followed by the rest of the
world with 62,000.

Though the above numbers are far better than the
past when China accounted for 92% of rare earth
production in 2010, there is still a long way to go to
reduce reliance on a single country. Even in the
present, 80% of the world’s refining of rare earth
elements occurs in China and the export restrictions
in place are causing prices to soar for metals that
cannot be replaced in today’s technologies.

Therefore, companies need to begin looking at
alternative options when it comes to the production
and refining of rare earth elements. Relying on a
single source for important commodities is never a
good solution, so diversifying rare earth production
and refinement will significantly help in alleviating
the rising prices for irreplaceable materials.

As advanced chips are among the world’s most
complex their globalization sustains innovation by
bringing together worldwide resources and talent
pools. Indigenizing the entire supply chain for
producing advanced chips would prove incredibly
difficult and costly for any country, including the
United States and China. But together, the United
States, Japan, the Netherlands, Taiwan, South Korea,
the United Kingdom, and Germany—enjoy a
competitive advantage at nearly every step of the
supply chain needed to produce these chips.

In USA, several states are trying to increase domestic
production for extracting rare earths, including
Wyoming, Texas and California. India and Taiwan are
also in talks to set a semiconductor investment
agreement to bring chip manufacturing to South Asia
along with tariff reductions on components for
producing semiconductors by the end of this year.

Maintaining the semiconductor industry’s
competitiveness and drawing supply chains to
individuals countries which can sustain the
competitiveness shores requires access to top talent.
Countries should invest in research and education,
sustain and improve aspects of the export controls so
that these opportunities don’t get driven away into
the hands of a few rich countries. 
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Diamond In The Rough

The rare earth mining industry has made large
strides to increase production and refinement in
other countries, but there is still much to be done to
alleviate the reliance on China for commodities that
play such an important role in today’s technologies.
With demands for rare earth projected to double by
2030, investments must be made into the industry to
diversify production and refinement so the prices will
not soar in the future.

Rare earth domestic production and supply chains

competitiveness and drawing
supply chains to individuals
countries which can sustain the
competitiveness shores requires
access to top talent. Countries
should invest in research and
education, sustain and improve
aspects of the export controls so
that these opportunities don’t get
driven away into the hands of a
few rich countries. 
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Announcement

Please join us in welcoming the latest companies to join TAPA APAC.

ASIA PACIFIC
LATEST MEMBERS



Rare earth elements and minerals are in high demand
throughout the world. Also known as REEs they are
used as components in high technology devices,
including smartphones, digital cameras, computer hard
disks, fluorescent and light-emitting-diode (LED) lights,
flat-screen televisions, computer monitors, electronic
displays as well as in clean energy and defense
technologies. We are delighted to have Mr. Rajesh
Shekhawat, Regional Head of Security-APAC,
Johnson Matthey to share his experiences and
opinions on the technology and supply chain security
challenges of rare earth minerals and elements.

RS: The term “rare” refers to their even, but scarce,
distribution around the world, noted after they were
first discovered in the late 18th century. Rare earth
metals include rare earth elements—17 elements in the
periodic table, the 15 lanthanides plus scandium and
yttrium; six platinum group elements; and other
byproduct metals that occur in copper, gold, uranium,
phosphates, iron, or zinc ores. Furthermore, REE can be
divided roughly into two categories: light (lower atomic
number) and heavy (higher atomic number).

Rare earths are used as catalysts, phosphors, and
polishing compounds. These are used for air pollution
control, illuminated screens on electronic devices, and
the polishing of optical-quality glass. All of these
products are expected to experience rising demand. 

Q1: What are rare earth elements? How rare are
REE’s and what is the importance of rare earth
elements to national security and economic well
being?

Rare-earth elements (REE) are necessary components of
more than 200 products across a wide range of
applications, especially high-tech consumer products,
such as cellular telephones, computer hard drives,
electric and hybrid vehicles, flat-screen monitors, and
televisions. There are important defense applications,
such as jet fighter engines, missile guidance systems,
anti-missile defense, space-based satellites, and
communication systems. 

Although the amount of REE used in a product may not
be a significant part of that product by weight, value, or
volume, the REE can be necessary for the device to
function. For example, magnets made of REE often
represent only a small fraction of the total weight, but
without them, the spindle motors and voice coils of
desktops and laptops would not be possible. Therefore,
it is safe to conclude that REEs are key ingredients of
National Security and prosperity.

Q&A with Mr. Rajesh Shekhawat
Regional Head of Security-APAC,

Johnson Matthey
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Q2: Are REEs vulnerable to supply chain
disruptions? How is the security threat perceived?

In The Spotlight



RS: The international market of REEs is volatile and
uncertain, and due to various reasons, there is a lack of
transparency in the rare earth supply chain. Concerns
about market manipulation exist internationally. When
rare earth oxide prices are too low, new mining projects
are not economical upstream. When rare earth metal
prices are high, magnet manufacturers can be
constrained. The REO market is about $3-5 billion but
translates into an order of magnitude larger in the value-
added market.

but that does not mean the absence of smuggling and
illicit trading of REEs in those countries.

The Security of precious metals specially used in the
manufacturing of various electronics and auto parts is
becoming challenging day by day. The organized
criminal gangs are getting more and more involved in
targeting both facilities and in transit consignment
consisting of precious metal. The higher price of the
metal and availability of illicit markets to dispose of
the metal is another contributing factor in increasing
crime targeting precious metal consignments. 

The traditional security approach is becoming
ineffective against the sophisticated organized
criminal gangs, additionally globally dispersed supply
chain makes the task of Security professionals all the
more challenging and therefore, there is a need for
collaborative efforts to ensure a secure supply chain
of REEs including precious metal. Security
professionals across various organisations involved in
the business of using REEs have started to come
together to help and support each other for a secure
supply chain and ensure sustainability of business.

involvement of the State and influence of
state policy over the REE extraction makes
this task all the more complex. However,
the positive side of state intervention also
comes with higher assurance around the
security of REEs. In several countries, the
security of REEs is taken care by the State, 

In The Spotlight

Most experts have predicted where new mining capacity
for rare earths are likely to come on-stream, but it is just
as important to know where new downstream capacity
(processing, refining, and metals alloying) is being built
or likely to be built in the world as well as the likely
investors in downstream capacity for rare earths. 

Due to its quintessential uses in various consumer,
sustainability, and defense sectors of great importance
and heightened recognition by various nations that REEs
are a strategic material, supply chains of REEs are highly
vulnerable to different disruptions including but not
limited to Geo-political tussles, criminal activities, and
environmental. The security threat faced by REEs is
heightened due to the strategic value they carry. From
small criminals aspiring to gain quick bucks to organized
criminals; all of them have very high interest in it.
Additionally, not only criminals but some of the nations
have got REEs as one of the centerpieces of their foreign
strategic approach.

Q3: Who are your stakeholders and how do you
ensure metals and element security?

RS: Generally the business of manufacturing and
shipping various products using REE is complex and
requires close working relationships with various
stakeholders. Manufacturing operation, Supply Chain,
Legal, HR, and Finance are the key stakeholder within
business whereas local law enforcement, State
intelligence, security consultants, and various
professional bodies are the key external stakeholders to
work with to ensure uninterrupted manufacturing and
supply chain to deliver the business objectives.

RS: The supply chain for rare earth elements generally
consists of mining, separation, refining, alloying, and
manufacturing (devices and component parts). Main
Processing and Production Stages for REE Materials is
given below:
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RS: Security of REE operations like mining and
processing has its own inherent challenges. The
involvement

Q4: How do you ensure security, especially from
operations like extraction from mines to
commercial waste?

Q5: Has the supply and demand of earth elements
increased over the years? How is the growth
sustained?



prices are high, magnet manufacturers can be
constrained. The REO market is about $3-5 billion but
translates into an order of magnitude larger in the
value-added market.

Another challenge is to connect those markets in a way
that allows for new capabilities to be developed
upstream. Low material price is a large impediment to
developing both a domestic and international supply
chain that is not dependent on China. For example,
Moly Corp Inc., the previous operator of the Mountain
Pass mine, invested $1.6 billion in a separation and
processing facility30 in the $3-5 billion REO market,31
and ultimately filed for bankruptcy in 2015. This
example illustrates the difficulties of developing
economically competitive processes. Additionally,
Chinese policymakers imposed a 25 percent tariff on
imported REE concentrates (effective June 1, 2019),
more than doubling the previous duty.

Rare-earth metals are critical to the high-tech society we
live in as an essential component of mobile phones,
computers, and many other everyday devices. But
increasing demand and limited global supply mean we
must urgently find a way to recover these metals
efficiently from discarded products. The annual
demand for rare-earth metals doubled to 125,000
tonnes in 15 years, and the demand is projected to
reach 315,000 tonnes in 2030, driven by increasing
uptake in green technologies and advancing electronics.
This is creating enormous pressure on global
production. 

On the supply side, Rare-earth metals are currently
extracted through mining, which comes with a number
of downsides. First, it’s costly and inefficient because
extracting even a very small amount of rare earth
metals requires large areas to be mined.

Second, the process can have enormous environmental
impacts. Mining for rare earth minerals generates large
volumes of toxic and radioactive material, due to the co-
extraction of thorium and uranium — radioactive
metals which can cause problems for the environment
and human health.

Third, most mining for rare-earth metals occurs in
China, and due to various Geo-political events in the
recent past, it is assumed that the concentrated source
of REE can be a potential threat to other economies of
the world.

Q6: How do you ensure the safeguarding of
precious cargo? Does your organization conduct
customized training in ways to handle the supply
chain security of REEs?

RS: To ensure the security of cargo consisting of
precious metal in various forms, a comprehensive
security approach is adopted which consists of but not
limited to establishing security standards, Route Risk
assessment, shipping guidelines, deep engagement with
logistic service providers, actionable intelligence
gathering and working with various law enforcement as
well as other agencies. Professional bodies like TAPA
also play an important role by encouraging
standardization in the Supply Chain industry.

In The Spotlight
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standardization in the Supply
Chain industry.

We do focus on a customized
and risk-based approach for
internal training as well as
security controls for ensuring
security, efficiency, and cost
optimization

Q7: Which nation has the lead
in producing REEs and how
does the future of REEs looks
like from a global supply and
demand perspective?



RS: The assured supply of critical materials and the
resiliency of their supply chains are essential to
economic prosperity and national defense. Accounting
for more than 90% of the total world supply, China is
currently the largest producer of REEs. However, in
2008, China began the process of implementing an REE
production quota as well as limiting the number of
permitted exporters, which has made the global REE
market extremely volatile. This has forced other
countries to examine their supply chains for potential
risks. In 2008, the European Union (EU), through the
European Commission’s Raw Material Supply Group,
prepared a national plan recommending direct actions
be taken to increase market accessibility, increase R&D
investments, and support recycling programs. The EU
has also established the Strategic Energy Technology
Plan, which aims to promote renewable resources and
energy efficiency to tackle climate change. 

Japanese firms and the Japanese government have also
searched for mines throughout Asia, Africa, and the
Americas to secure supplies of REEs. In 2011 and 2012,
the U.S. Department of Energy (DOE) released the
Critical Materials Strategies, calling for reduced
dependence on critical materials, as well as ensuring
that energy technologies are not obstructed by future
supply shortages. The most critical materials identified
by the DOE are all REEs: Dy, Nd, Tb, Eu, and Y. The
critical

Critical Materials Energy Innovation Hub was
established recently to address challenges in mineral
processing, material substitution, and reuse and
recycling.

Although many REEs are critically important to
sustainable mobility and energy supply, the production
of REEs itself incurs significant environmental damages.
The Mountain Pass mine in California, which operated
by Molycorp and dominated the world REE production
for decades (accounting for 70% of the world’s supply in
the 1970s and 1980s), closed in 2002. One of the two
major causes of this closure is environmental issues
with the other being intensive price competition from
Chinese producers.

Permitting is a large barrier to increasing production
from primary sources and it varies from country to
country. The complex regulatory landscape often leads
to lengthy permitting timelines. This and lack of
industrial policy can lead to long lead times for new and
developing projects. It is safe to conclude that the
supply chain of REEs and its demand and supply is a
dynamic as well as strategic subject. All the nations are
now engaged in ensuring the future availability of REEs
and are working closely with their global partners to
ensure the sustainability and availability of REE. 

In The Spotlight
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Most of the world’s advanced semiconductor
chips market and supply chains are controlled by
a handful of countries including the USA,
Netherlands, Japan, Taiwan, China and South
Korea. 

Semiconductors, also known as microchips and
integrated circuits (ICs), are essential components in
every electronics product, whether it be a simple
remote-control unit for changing channels on the
television, or a supercomputer used to simulate
weather patterns. 

While chips themselves are resilient, made to 
handle extreme temperatures, vibrations and 
other external shocks, the global semiconductor 
supply chain is relatively fragile, prone to 
disruptions from natural and man-made shocks. 

Demand for microchips was soaring even before
COVID-19 disrupted supply chains and altered
consumer interests. The COVID-19 pandemic then
put enormous pressure on supply chains, especially
for consumer electronics like laptops, video game
consoles and smartphones, as it forced people
around the world to find new ways to work and play. 

As the world shut down because of the pandemic,
many factories closed with it, making the supplies
needed for chip manufacturing unavailable for
months. Increased demand for consumer electronics
caused shifts that rippled up the supply chain. 

The chip making industry usually operates on a just
in

It even reported that TSMC, the Taiwan based
Semiconductor Manufacturer Corp which is the
world's biggest chip maker, reassigned their spare
production of chips to making smart phones, laptops
and gaming devices. 

However, auto sales bounced back faster amid a
midst of uncertainties in the pandemic but
carmakers tried to ramp up production again, this
time however chip factories could not respond fast
enough given the long lead times needed to schedule
orders. 

The dearth of semiconductors then quickly spilled
over into other industries, such as consumer
electronics

Article

in time model and has been hit several times before
the pandemic too due to nature induced disasters
and other security breach events like the Fukushima
disaster in Japan. 

However, this time the shortages have continued to
be unprecedented and an end in sight nowhere to be
seen. As the pandemic raged on spreading and
forcing shutdowns in the spring of 2020, car makers
like Ford, General Motors and Volkswagen were also
forced to close production lines albeit temporarily.
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SecuritySecurity  

This then was met with an
anticipation of auto 

market slowdown and
demand shortfall, 
cancelling orders 
for chips used in 

car navigation
and other functions.

https://www.scmp.com/topics/coronavirus-pandemic-all-stories?module=inline&pgtype=article
https://www.scmp.com/tech/tech-trends/article/3120936/phones-game-consoles-global-chip-shortage-spreads-beyond-cars?module=inline&pgtype=article


Article

electronics and home appliances, which saw a spike
in sales from the pandemic’s “stay at home” effect,
but suddenly found themselves unable to secure
adequate supplies to meet the increased demand. 

The shortage was also exacerbated by “double
booking” from chip buyers anxious to secure
inventory, which itself was a consequence of supply
chain uncertainty created by the US-China tech war.
It also started to impact China’s giant home appliance
manufacturing sector. 

The unavailability of chips impacted the production
of 1.3 million cars and vans globally in the first
quarter this year, according to research firm IHS
Markit. It reported a fire at a Renesas chip fab in
Japan in March, as well as disruptions to chip plants
following severe weather at Texas as well. 

While chips themselves are resilient, made to handle
extreme temperatures, vibrations and other external
shocks, the global semiconductor supply chain is 
 relatively
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relatively fragile, prone to disruptions from natural
and man-made shocks. 

Although the shortage is not a direct consequence of
the tech war, it has highlighted the critical role of
semiconductors in tech leadership, overall economic
growth and national security. As such, the US, China
and Europe have embarked on programs to make
their chip supply chains more resilient to outside
shocks and geopolitical events. Countries are now
trying to ramp up domestic production in what they
term as national risk. 

Chips are also used in military equipment and
countries like America who were world leaders in
making leading edge semiconductor chips produce
only 10 percent of global shares. 

Several such countries have committed to capital
spending and are pursuing policies to increase chip-
making capacities as well as create local supply chains    
that can circumvent bottlenecks. 

Government involvement could help level
the playing field and alleviate some of the
shortage pressure — especially the price
of memory chips. The American
department of defence also has a trusted
supplier’s program that accredits U.S
semiconductor firms with secure
manufacturing processes. 

Apart from environmental risks, national
and/or defence risks, several other types
of risks that also affect the supply chains
are data integrity and quality, supplier
consistency, transport loss and
connectivity. 

The scarcity of electronic chips is not
expected to end any time soon. Experts
say it could be two more years before the
supply-demand balance is restored or
until 2023. 

The only way this would not repeat is for
countries to develop domestic
sustainable long-time capability of this
critically important microelectronic area.

https://www.scmp.com/tech/tech-war/article/3130587/us-china-tech-war-everything-you-need-know-about-us-china-tech-war?module=inline&pgtype=article


With the constantly changing landscape of the global
economy, it is becoming increasingly important to
stay up to date with current information and trends.
What may be relevant in the previous month may
drastically change in the next, especially in terms of
policies and government decisions. As such, staying
informed on new trends and issues including smart
innovations within the supply chain segments will
provide an edge to companies looking to stay ahead
of the curve.

Introducing Trade School, a bi-weekly webinar
offered by TAPA Americas. Covering a wide variety of
relevant and important global trade topics, the
information presented within these webinars
provides invaluable knowledge to companies looking
to stay informed on current global trade issues and
trends that may have a long-lasting effect on the
global economy or an individual’s company. 

Subjects such as the accelerated shift to e-commerce
due to the COVID-19 pandemic, the impact of the
global microchip shortage, or how global conflict, civil
unrest, and the after-effects of war can affect trade
are discussed by an industry expert. Consequently, it
can be assured that all information is up-to-date,
reliable, and relevant to the current global trade
climate.

For Global Trade Trends And IssuesFor Global Trade Trends And Issues
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When hosting a webinar to discuss global issues and
trends, it is only natural to have a qualified individual
delivering accurate and reliable information to the
viewers.

Pete Mento is the presenter for TAPA Americas’ Trade
School. He is a global customs and trade consultant
who specializes in the elimination, recovery, and
minimization of duties associated with importing and
exporting. In addition to this, he also assists
companies with import and export trade compliance,
audit defense, and cargo security programs.

As a veteran of the industry, his extensive knowledge,
experience, and insight delivering his lectures with
such ease and understanding, makes him a high-
demand speaker at global industry events and the
perfect candidate to host the Trade School webinar.
We hope you all will enjoy his valuable insights and
the webinar series.

Where to Find the Webinar

For those interested in viewing the Trade School
webinar, it is available for both members and non-
members of TAPA. Members can access the live event
24-hours before a recorded version is made  
available for public viewing at: 
https://www.tapaonline.org/trade-school-library.

 

Meeting the Presenter
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Latest FSR & TSR

In each issue of lookOut, we publish a list of TAPA Asia Pacific members that have
most recently awarded TAPA FSR or TSR certification.

The above companies and locations were audited by one of TAPA Asia Pacific approved Independent
Audit Bodies (IABs) or in the case of FSR C and TSR Level 3 certification may have been completed by
an in-house TAPA APAC Trained Authorised Auditor.
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Upcoming Trainings

Click on the dates to register
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In Mandarin

To register for the sessions, please head to: 
https://tapa-apac.org/schedule/

Schedule dates may be liable to change.

TAPA Asia Pacific regularly conducts supply chain security and resilience
related  training across Asia Pacific region for its members and industry
participation leading to enhancing competency towards reducing losses
from international supply chains. TAPA's Security Standards act are
respected globally as a worldwide benchmark for supply chain security
and resilience, providing guidance, processes and tools which reduce loss
exposure, protect assets, help to keep staff safe, and save costs. It is time
to use your training entitlement before the year ends and gets yourself or
your co-colleagues FSR & TSR certified if either of you are not certified yet.
Please take note that training entitlements are not allowed to be taken
forward into the next year.

Participants are requested to kindly go through the details in form very
carefully before registering into the respective training schedules.

In English

In Mandarin
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Courses are conducted online

October
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October
28th - 29th

November
22nd - 23rd 

In English

November
29th - 30th 

https://tapa-apac.org/schedule/
https://tapa-apac.glueup.com/event/fsr-2020-virtual-training-mandarin-29153/
https://tapa-apac.glueup.com/event/fsr-2020-virtual-training-mandarin-29153/
https://tapa-apac.glueup.com/event/tsr-2020-virtual-training-english-44467/
https://tapa-apac.glueup.com/event/tsr-2020-virtual-training-mandarin-29155/
https://tapa-apac.glueup.com/event/tsr-2020-virtual-training-mandarin-29155/
https://tapa-apac.glueup.com/event/fsr-2020-virtual-training-english-44466/
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